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1.0
Purpose and Scope
The purpose of this document is to provide requirements and guidance for the application of the risk-based approaches to managing the lifecycle of safety instrumented systems (SIS) as specified in the IEC/ISA 61511 standard.  While the standard limits its scope to consequences related to safety and the environment, the same techniques can be used to address financial losses such as equipment damage and business interruption.
This standard is applicable when instrumentation, electrical, or electronic equipment is used as a part of an instrumented system that needs to be able to function upon demand to reduce risk to a tolerable level.  The types of risks that are in the scope of this standard are those where the consequences of failure include:

· Process safety risk

· Environmental risk

· Commercial risks can be considered using the same techniques described in this standard but are not required to be addressed using these techniques.

This standard specifies the management activities that need to be applied to all stages of the development and use of such systems.  It includes requirements for planning, competency, verification, and functional safety assessment.  This standard is only concerned with the functional safety provided by safety instrumented systems, although, consideration is given to other means of risk reduction when developing the requirements for such systems.
2.0
Normative References
The following normative documents contain requirements that, through reference in this text, constitute requirements of this technical practice.  For dated references, subsequent to amendments to, or revisions of, any of these publications do not apply.  However, parties to agreements based on this technical practice are encouraged to investigate the possibility of applying the most recent editions of the normative documents indicated below.  For undated references, the latest edition of the normative document referred to applies.
· IEC 61511-1-2016, Functional safety – Safety instrumented systems for the process industry sector – Part 1: Framework, definitions, system, hardware and application programming requirements

3.0
Terms, Definitions, Symbols, and Abbreviations
For the purposes of this standard, the terms and definitions given in IEC 61511-1-2016 shall apply.
The following abbreviations are used in this standard.
ALARP

As Low As Reasonably Practicable

IEC

International Electrotechnical Commission
IPF

Instrumented Protective Function

IPL

Independent Protection Layers
ISA

International Society of Automation
ISO

International Organisation for Standardisation
LOPA

Layer of Protection Analysis

PHA

Process Hazards Analysis

SIF

Safety Instrumented Functions
SIS

Safety instrumented system

4.0
Organization and Resources
Functional safety activities in this organization are defined in this standard at the physical site level.  The following table includes a step-by-step workflow of the activities that are associated with functional safety.  For each step, the personnel who are required to perform activities for that step are listed by role.  The table below is consistent with the format shown in Table 2 – SIS Safety Lifecycle Overview, as contained in the IEC 61511-1 standard.  It should be noted that while the first 8 tasks are chronological, on a project-by-project bases, tasks 9 though 11 are management and administration tasks that must be in place prior to executing the earlier tasks in the table.  It is the responsibility of the Engineering Manager to ensure that all of the tasks shown in Table 1 below are assigned to appropriate personnel and that they are aware of their responsibilities and are competent to perform those responsibilities.
Table 1 – Organization and Resources for Functional Safety Management

	Safety lifecycle phase
	Task
	Roles Responsible
	Outputs generated
	Tools/Resources

	1. Hazard and Risk analysis
	Schedule hazard and risk analysis for all existing equipment, new projects, all relevant modifications, and revalidations
	PSM Coordinator
	PHA Schedule, including resources
	Personnel Schedule (MS Outlook), Conference Room, Web Conference (MS Teams)

	
	Facilitate and document the hazard and risk analysis
	PSM Coordinator
	Hazard and risk analysis report, including worksheets, resulting lists of IPLs to be managed, and recommendations
	Kenexis Open PHA Software, Layer of Protection Analysis – SIL Selection Procedure

	
	Develop list of instrumented IPLs, including SIFs require to be included in scope of hazard and risk analysis
	SIS Engineer
	Expected IPL list
	Kenexis Vertigo Software

	
	Participate in the hazard and risk analysis
	Process Engineer
	Meeting discussion input
	N/A

	
	
	SIS Engineer
	Meeting discussion input
	N/A

	
	
	Operations Representative
	Meeting discussion input
	N/A

	2. Allocation of safety functions to protection layers
	Manage implementation of recommendations generated from hazard and risk assessment
	PSM Coordinator
	Recommendation assignment and close out
	Kenexis Open PHA Software, Kenexis Integrated Safety Suite Recommendation / Action Item Dashboards

	
	Submit IPL lists to engineering disciplines for implementation and management
	PSM Coordinator
	IPL lists by engineering discipline
	Kenexis Open PHA Software

	3. SIS safety requirements specifications
	Develop and document Safety Requirements Specifications (SRS) 
	SIS Engineer
	Conceptual design of all SIF, including inputs, outputs, and logic solvers and selected equipment
	Kenexis Vertigo Software

	4. SIS design and engineering
	Define safety instrumented functions
	SIS Engineer
	SIF (IPF) List
	Kenexis Vertigo Software

	
	Perform conceptual design of all SIF 
	SIS Engineer
	Conceptual design of all SIF, including inputs, outputs, and logic solvers and selected equipment
	Kenexis Vertigo Software, Qualified Vendors Lists


Table 1(cont’d) – Organization and Resources for Functional Safety Management

	Safety lifecycle phase
	Task
	Roles Responsible
	Outputs generated
	Tools/Resources

	4. SIS design and engineering (continued)
	Perform SIL verification calculations and modify equipment design as required to achieve selected performance targets
	SIS Engineer
	SIL verification calculations and report
	Kenexis Vertigo Software

	
	Manage implementation of recommendations generated from hazard and risk assessment
	SIS Engineer
	Safety Requirements Specifications Documentation and/or Report
	Kenexis Vertigo Software

	
	Perform SIL verification calculations and modify equipment design as required to achieve selected performance targets
	SIS Engineer
	SIL verification calculations and report
	Kenexis Vertigo Software, Kenexis Arbor Software

	
	Specify, requisition, purchase, and configure SIS equipment 
	SIS Engineer
	Requisitions, configurations
	N/A

	
	Program SIS equipment and logic solvers
	SIS Engineer
	SIS programs
	Vendor SIS maintenance and engineering interface

	
	SIS detailed design drawings for installation and constructions
	Instrumentation and control construction contractor or equipment vendor
	Loop diagrams, wiring diagrams, panel layout diagrams, termination drawings, location plans
	N/A

	5. SIS installation, commissioning, and validation
	Install SIS equipment
	Instrumentation and control construction contractor or equipment vendor
	Installed SIS equipment
	N/A

	
	Commission SIS instruments, including installation validation
	SIS Technician
	Completed Loop Check Folders, Punchlist items as required
	Kenexis OpScope – Field Loop Check Procedure Sheets, Kenexis Vertigo

	
	Manage resolution of commissioning punch list items
	SIS Engineer
	Punch list item resolution and close out
	Kenexis OpScope, Kenexis Integrated Safety Suite Dashboards

	
	Perform factory acceptance test of SIS
	SIS Technician
	
	Kenexis OpScope – FAT Procedure

	
	Manage resolution of commissioning punch list items
	SIS Engineer
	Completed FAT report, punch list items as required
	Kenexis OpScope, Kenexis Integrated Safety Suite Dashboards


Table 1(cont’d) – Organization and Resources for Functional Safety Management

	Safety lifecycle phase
	Task
	Roles Responsible
	Outputs generated
	Tools/Resources

	5. SIS installation, commissioning, and validation (continued)
	Perform site acceptance test of SIS (inclusive of field instruments)
	SIS Technician
	
	Kenexis OpScope – SAT Procedure

	
	Manage resolution of commissioning punch list items
	SIS Engineer
	Completed SAT report, punch list items as required
	Kenexis OpScope, Kenexis Integrated Safety Suite Dashboards

	6. SIS operation and maintenance
	Develop test plans for all SIS equipment for all test types of that equipment
	SIS Engineer
	SIS Test Plans
	Kenexis OpScope

	
	Develop procedures for operations staff interaction with SIS
	SIS Engineer
	Operating procedures for interaction with the SIS
	Kenexis OpScope

	
	Include all SIS equipment in a maintenance management system for scheduling and tracking of periodic function tests
	SIS Engineer
	SIS Equipment Testing List
	Kenexis Vertigo, Work Scheduling System

	
	Schedule testing of SIS equipment in accordance with SRS
	Maintenance Planner
	Work schedules for SIS testing
	Kenexis Vertigo, Work Scheduling System

	
	Perform periodic function tests of SIS equipment
	SIS Technician
	SIS equipment test performance and results records
	Kenexis Vertigo, Kenexis OpScope

	
	Perform repairs or replacement of SIS equipment
	SIS Technician
	SIS equipment re-test results records
	Kenexis Vertigo, Kenexis OpScope

	7. SIS modification
	Review all modification requests to ensure that they are appropriately included in the management of change system and ensure that changes that may impact SIS are reviewed by an SIS Engineer
	PSM Coordinator
	Reviewed management of change items
	Management of change database

	
	Review all management of change items related to SIS as assigned by the PSM coordinator.  If applicable, begin a project including all relevant SIS safety lifecycle steps to address the change.
	SIS Engineer
	Reviewed management of change items, initiation of new related SIS projects
	Management of change database, Kenexis Vertigo


Table 1(cont’d) – Organization and Resources for Functional Safety Management

	Safety lifecycle phase
	Task
	Roles Responsible
	Outputs generated
	Tools/Resources

	8. De- commissioning
	Review all decommissioning requests to ensure that they are appropriately included in the management of change system and ensure that decommissioning that may impact SIS are reviewed by an SIS Engineer
	PSM Coordinator
	Reviewed management of change items
	Management of change database

	
	Review all decommissioning management of change items related to SIS as assigned by the PSM coordinator.  If applicable, begin a project including all relevant SIS safety lifecycle steps to address the change, especially where equipment4 that will remain in service will be impacted
	SIS Engineer
	Reviewed management of change items for decommissioning, initiation of new related SIS projects
	Management of change database, Kenexis Vertigo

	9. SIS Verification
	Perform a verification review of all work products / deliverables generated during tasks 1-8 to identify any problems
	SIS Engineer or Engineering Manager
	Review of work product related recommendations
	Kenexis Vertigo, Kenexis Open PHA

	
	Manage resolution of recommendations generated during verification activities
	SIS Engineer or Engineering Manager
	Recommendation assignment and close out
	Kenexis Vertigo, Kenexis Open PHA, Kenexis Integrated Safety Suite Dashboards

	10. SIS functional safety assessment
	Schedule a functional safety assessment for all completed SIS projects
	Engineering Manager
	Functional safety assessment schedule, including resources
	Personnel Schedule (MS Outlook), Conference Room, Web Conference (MS Teams)

	
	Perform a functional safety assessment for all completed
	SIS Engineer (not involved in project execution)
	Functional safety assessment report including recommendations to close out findings and gaps
	Kenexis Open Audit software

	
	Manage resolution of recommendations generated during functional safety assessment activities
	Engineering Manager
	Recommendation assignment and close out
	Kenexis Open Audit software, Kenexis Integrated Safety Suite Dashboards


Table 1(cont’d) – Organization and Resources for Functional Safety Management

	Safety lifecycle phase
	Task
	Roles Responsible
	Outputs generated
	Tools/Resources

	10. SIS functional safety assessment (continued)
	Schedule a safety instrumented systems audit during the same time frame as the process safety management audit
	Engineering Manager
	Functional safety audit schedule, including resources
	Personnel Schedule (MS Outlook), Conference Room, Web Conference (MS Teams)

	
	Perform a functional safety audit
	SIS Engineer (not involved in project execution)
	Functional safety audit report including recommendations to close out findings and gaps
	Kenexis Open Audit software

	
	Manage resolution of recommendations generated during functional safety audit activities
	Engineering Manager
	Recommendation assignment and close out
	Kenexis Open Audit software, Kenexis Integrated Safety Suite Dashboards

	11. Safety lifecycle structure and planning
	Develop and maintain an SIS safety lifecycle management plan
	Engineering Manager
	SIS safety lifecycle management procedure (this document)
	SIS safety lifecycle management procedure (this document)

	
	Assign task responsibilities to specific personnel related to SIS safety lifecycle management activities
	Engineering Manager
	Personnel role descriptions, Personnel role and task assignment documentation
	Human resource management software

	
	Ensure competency of personnel assigned SIS safety lifecycle management
	Engineering Manager
	Training documentation, comprehension assessment documentation, verification of suitable work production documentation
	Kenexis learning management system and training courses

	
	Periodically review the work activities of all staff assigned SIS safety 
	Engineering Manager
	Personnel performance review documentation
	Human resource management software


The tasks described in Table 1 included a number of roles that are required to achieve functional safety.  A single role might be assigned to multiple different staff members, depending on the volume of work required to be performed and duration of activities being performed (e.g., the same role might need to be filled in multiple different shifts).  Similarly, multiple different roles might be filled by a single individual, especially in smaller organizations.  The roles shown below are effective in this organization, and the person or persons assigned to those roles are defined in human resources management documentation. These roles are further described in the table below.

Table 3 – Roles and Responsibilities Related to Functional Safety
	Role
	Reports to
	Responsibilities

	Engineering Manager
	Plant Manager
	The Engineering Manager is primarily responsible for creating a plan to achieve functional safety, maintaining that plan, and verifying and auditing activities to ensure that the plan is being implemented.  The Engineering Manager is also responsible for ensuring the resources are available to execute the plan, and that human resources executing the plan are informed of their responsibilities and competent to execute them.

	PSM Coordinator
	Engineering Manager
	The PSM Coordinator is responsible for ensuring that hazard and risk analysis activities associated with are scheduled, executed, and appropriately staffed.  This activity also includes tracking the resolution of recommendations that result from these activities to conclusion.  The PSM coordinator is also responsible for the Management of Change process.

	SIS Engineer
	Engineering Manager
	The SIS Engineer is responsible for design and calculation activities that are associated with the SIS safety lifecycle.  This includes participation in hazard and risk analysis, conceptual design and SIL verification, safety requirements specifications, test procedure development, and validation.

	SIS Technician
	Maintenance Manager
	The SIS Technician is primarily responsible for maintenance activities on SIS equipment, including testing, corrective maintenance, and preventive maintenance.  The SIS Technician is also responsible for ensuring the that results of testing and maintenance activities are appropriately recorded.

	Maintenance Planner
	Maintenance Manager
	The Maintenance Planner ensures that resources are available and assigned to perform SIS testing and maintenance activities.

	Maintenance Manager
	Plant Manager
	The Maintenance Manager is responsible for ensuring that resources are available to execute SIS maintenance and testing activities, including resources for scheduling and tracking.


The SIS Safety Lifecycle, in addition to human resources, also requires administrative tools and software applications to ensure that all steps of the safety lifecycle are appropriately implemented and that all ongoing activities are appropriately scheduled and completed.  These tools also help to ensure follow up on any recommendations are deviations that are noted during the SIS Safety Lifecycle.
Table 4 – Tools/Resources Utilized for Functional Safety
	Tool
	Description

	Personnel Scheduling Tool
	The personnel scheduling tool is utilized to assign work activities, durations, and locations related to SIS Safety Lifecycle activities, and also to allow for communications about these activities.

	Kenexis Open PHA
	Kenexis Open PHA is a facilitation and documentation tool that is utilized to record the discussions, results, and recommendations from hazard and risk analysis studies.  This includes:
· PHA (HAZOP) documentation

· LOPA documentation

· HAZOP / LOPA recommendation tracking

	Kenexis Vertigo
	Kenexis Vertigo is an SIS Safety Lifecycle Management tool that is utilized to design and document SIS equipment.  This includes:

· SIF list development

· Non-SIS IPF lists

· SIL verification calculations

· Safety requirements specifications
· SIS/IPL recommendation tracking

	Kenexis Arbor
	Kenexis Arbor is a fault tree analysis tool that is utilized to perform complex frequency and availability calculations.  This includes:
· SIL verification for special or complex systems

· Hazard and risk analysis for special or complex systems

	Kenexis OpScope
	Kenexis OpScope is a procedure development, execution, and tracking tool that allows procedures to be written, and then allows tracking and performance of those procedures through a hand-held device.  For the SIS Safety Lifecycle this includes:
· Development of SIS equipment testing procedures

· Performance and tracking of loop checks

· Performance and tracking of factory acceptance testing (FAT)

· Performance and tracking of site acceptance testing (SAT)

· Performance and tracking of periodic SIS Testing

	Kenexis Open Audit
	Kenexis Open Audit is an audit protocol development, and audit/assessment facilitation, documentation, and tracking tool.  This includes:
· SIS audit protocol development

· SIS functional safety assessment protocol development

· SIS audit facilitation and documentation

· SIS functional safety assessment facilitation and documentation

· SIS audit finding and recommendation tracking

· SIS functional safety assessment finding and recommendation tracking

	Management of Change Database
	The management of change database is a tool that is utilized to review, assess, document, and approve all significant changes to process equipment.


Use of External Organizational Resources

While the organization is responsible for the overall results and activities of the SIS Safety Lifecycle, in some cases it is not the best choice to have all SIS Safety Lifecycle Activities performed by internal organization personnel.  In these cases, using contract resources to perform the activities is optimal.  IEC 61511 allows for the use of external contract resources to execute SIS Safety Lifecycle activities, but those resources must be managed appropriately.  Specifically, the external resource must deliver products and services as specified by our organization and do so in accordance with a quality management system.  Our organization requires this to be proven through third party certification to the ISO 9001 standard for all relevant services and products.  These external providers shall also have, and submit for review, a functional safety management system plan and have procedures in place to demonstrate the adequacy of the functional safety management system.  Once these documents are submitted and approved by the engineering manager, those external resources are listed in Table 4, below.
Table 4 – Qualified External Organizational Resources for Functional Safety
	Task
	Qualified External Organization

	Hazard and Risk Analysis Facilitation
	Kenexis

	SIF List / IPL List Development
	Kenexis

	Safety Requirements Specifications Development
	Kenexis

	SIL Verification Calculations
	Kenexis

	SIS Equipment Requisition/Purchase
	(QUALIFIED EXTERNAL ENGINEERING COMPANY)

	SIS Installation
	(QUALIFIED EXTERNAL ENGINEERING COMPANY)

	SIS Equipment Commissioning
	(QUALIFIED EXTERNAL ENGINEERING COMPANY)

	FAT Procedure Development/Facilitation
	Kenexis

	SAT Procedure Development/Facilitation
	Kenexis

	SIS Test Plan Development
	Kenexis

	SIS Test Performance
	(QUALIFIED EXTERNAL SERVICE COMPANY)

	SIS Functional Safety Assessment
	Kenexis

	SIS Audit
	Kenexis


5.0
Competency

Section 4.0 of this document laid out the organizational structure and resources that are required to execute SIS Safety Lifecycle activities, including the definitions of tasks and assignment of responsibilities to roles.  In order to perform these activities, personnel assigned to the roles must be competent to execute the activities.  Determination of the competency of any individual to perform SIS Safety Lifecycle activities is performed by the persons who have assigned those responsibilities as defined in Table 3.  In order to ensure competency, the resource must be trained and qualified to perform those activities.  Training can occur through any combination of external or internal lectures, demonstrations, and exercise activities.  Qualification requires that a competent person in an activity observes a candidate performing the activity and reviews the results to ensure that the activity is performed correctly.  Competency requirements for all SIS Safety Lifecycle Management activities are shown in Table 5, below.  The results of training and competency assessment shall be documented in the site learning management system software database.
Table 5 – Competency Requirements Related to Functional Safety
	Role
	Activity/Competence Requirement
	Competency/Training Requirement

	Engineering Manager
	General Process Safety Management – Overview and Regulations
	Kenexis Training – OSHA Process Safety Management and EPA RMP Overview

	
	SIS Safety Lifecycle Overview
	Kenexis Training – Safety Instrumented Systems – Overview and Awareness

	
	SIS Implementation Management Activities
	Kenexis Training – Safety Instrumented Systems Management Responsibilities

	PSM Coordinator
	General Process Safety Management – Overview and Regulations
	Kenexis Training – OSHA Process Safety Management and EPA RMP Overview

	
	SIS Safety Lifecycle Overview
	Kenexis Training – Safety Instrumented Systems – Overview and Awareness

	
	Facilitate and Document Hazard and Risk Analysis Studies
	Kenexis Training – Unified Hazard Assessment Facilitation and Documentation – Process Hazards Analysis, Layer of Protection Analysis, and Bowtie Diagram Analysis

	
	Using PHA Software
	Kenexis Training – Using Open PHA

	
	Using Audit Software
	Kenexis Training – Using Open Audit

	SIS Engineer
	General Process Safety Management – Overview and Regulations
	Kenexis Training – OSHA Process Safety Management and EPA RMP Overview

	
	SIS Safety Lifecycle Overview
	Kenexis Training – Safety Instrumented Systems – Overview and Awareness

	
	Facilitate and Document Hazard and Risk Analysis Studies
	Kenexis Training – Unified Hazard Assessment Facilitation and Documentation – Process Hazards Analysis, Layer of Protection Analysis, and Bowtie Diagram Analysis

	
	Using PHA Software
	Kenexis Training – Using Open PHA

	
	SIL Verification Calculations
	Kenexis Training – Safety Integrity Level Verification

	
	Using SIL Verification Software
	Kenexis Training – Using Vertigo

	
	Safety Requirements Specifications
	Kenexis Training – Safety Requirements Specifications


Table 5 (Cont’d) – Competency Requirements Related to Functional Safety
	Role
	Activity/Competence Requirement
	Competency/Training Requirement

	SIS Engineer (cont’d)
	Safety Requirements Specifications
	Kenexis Training – Safety Requirements Specifications

	
	SIS Certification
	ISA Training – ISA EC50/52/54 and certification exam for ISA 84 Expert certification

	
	Using Fault Tree Software
	Kenexis Training – Using Arbor

	
	Using SIS Testing Management Software
	Kenexis Training – Using OpScope

	SIS Technician
	General Process Safety Management – Overview and Regulations
	Kenexis Training – OSHA Process Safety Management and EPA RMP Overview

	
	SIS Safety Lifecycle Overview
	Kenexis Training – Safety Instrumented Systems – Overview and Awareness

	
	SIS Maintenance Requirements Overview
	Kenexis Training – Safety Instrumented Systems – Maintenance Responsibilities

	
	Participating in Hazard and Risk Analysis Studies
	Kenexis Training – Layer of Protection Analysis Participant Training

	
	Calibrating and Testing SIS Equipment
	ISA Training – ISA Technician Bootcamp

	
	Technician Certification
	ISA Certification – Certified Control Systems Technician

	
	Using SIS Testing Management Software
	Kenexis Training – Using OpScope

	Operations Representative
	General Process Safety Management – Overview and Regulations
	Kenexis Training – OSHA Process Safety Management and EPA RMP Overview

	
	SIS Safety Lifecycle Overview
	Kenexis Training – Safety Instrumented Systems – Overview and Awareness

	
	SIS Operations Requirements Overview
	Kenexis Training – Safety Instrumented Systems – Operations Responsibilities

	
	Participating in Hazard and Risk Analysis Studies
	Kenexis Training – Layer of Protection Analysis Participant Training

	Maintenance Planner
	General Process Safety Management – Overview and Regulations
	Kenexis Training – OSHA Process Safety Management and EPA RMP Overview

	
	SIS Safety Lifecycle Overview
	Kenexis Training – Safety Instrumented Systems – Overview and Awareness

	
	SIS Maintenance Requirements Overview
	Kenexis Training – Safety Instrumented Systems – Maintenance Responsibilities


Table 5 (Cont’d) – Competency Requirements Related to Functional Safety
	Role
	Activity/Competence Requirement
	Competency/Training Requirement

	Maintenance Planner
	General Process Safety Management – Overview and Regulations
	Kenexis Training – OSHA Process Safety Management and EPA RMP Overview

	
	SIS Safety Lifecycle Overview
	Kenexis Training – Safety Instrumented Systems – Overview and Awareness

	
	SIS Maintenance Requirements Overview
	Kenexis Training – Safety Instrumented Systems – Maintenance Responsibilities

	
	SIS Implementation Management Activities
	Kenexis Training – Safety Instrumented Systems Management Responsibilities


6.0
Information and Documentation Requirements

Implementation of the SIS Safety Lifecycle results in the generation of documentation of the SIS and related activities.  This documentation is required to be available to personnel involved in any SIS Safety Lifecycle activities.  In order to ensure that the documentation is always up to date, the official repository for SIS information is the study documented contained in the Kenexis Integrated Safety Suite (KISS), including Kenexis Open PHA studies for Hazard and Risk Analysis and Kenexis Vertigo Studies for SIS Safety Lifecycle Management.  As required, reports can be generated using the KISS software, but these reports are not the official record and shall not be used for activities beyond those for which they were immediately printed.
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